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MOTIVATION: Critical Infrastructure Is Insecure



MOTIVATION: Why Cyber Defense Is Hard

• Conventional Military/”Kinetic” Solutions: Impractical, high risk of escalation.

• Legal Warfare/”Lawfare”: Ineffective, only usable in countries with mutual extradition treaties.

• Counterhacking: Difficult due to attribution, only an option for governments.

• The nature of cyberwarfare fundamentally operates in a grey area + asymmetrically favoring attacker.



MOTIVATION: Strategic Cyber Defense

• Currently, the security posture between different systems is often poor, greatly varies + largely independent. 

• Question: Is a universal cyberspace equivalent of strategic missile defense possible?

• Addendum: Is an effective cyberspace defense doctrine equivalent of M.A.D possible?



Cyber Defense + Cyber Deterrence Through Universally Hard Computational Cost

AEGIS addresses this problem through: 

Our Approach

1. Extremely High Randomness (ERIS)
2. Rapid Real-Time Detection & Adaptation (ATHENA) 

3. Universally Hard Computational Cost as a punitive deterrent (M-PoW)



BACKGROUND: Cyber-Physical Systems (CPS)

20 Billion (Targets)
• Motivations for IoT hacks: access greater 

network or farm bandwidth
• At least 90% of all IoT devices talk over 

unencrypted channels.
• Overwhelming amount of IoT devices have very 

poor security!
• Bandwidth farming via IoT botnet great for 

launching DDoS attacks.
• Every endpoint is a potential attack vector. 

The threat compounds.

Use Case: Smart City Infra
• Sub-CPS in smart grid, traffic infrastructure, 

V2V mesh network, etc. share data.
• Nodes can be compromised directly or 

indirectly.



BACKGROUND: Individual Device (CAVs)
Autonomous Vehicle Attacks
• Driving policy calculations are isolated 

& done locally, but there are ways to 
compromise operation.

• Several attack vectors exist, but we will 
focus on layers 3, 4, 7 of OSI model

• Malicious OTA Firmware Injection: 
Inject firmware that may spoof sensor 
readings or cause incorrect operation of 
key components.

• Sybil Attacks: Spoof number & location 
of other vehicles.

• DDoS Attacks: Overwhelm tertiary 
vehicle systems to increase latency, 
shut down subsystems.

• And many, many more!



APPROACH: AEGIS Network Topology
• A “Forest-Of-Trees” Topology, constituting a network with layers of devices composed of varying capabilities

• Holistic, Defense-In-Depth, Moving-Target. Network is closed, hardened, and microsegmented.



APPROACH: Threat Model (Local Subnet)



APPROACH: Threat Model (Whole Network)



APPROACH: ERIS for Moving-Target Defense



APPROACH: ERIS for Moving-Target Defense



APPROACH: ERIS for Moving-Target Defense



APPROACH: ATHENA For Threat Detection



APPROACH: ATHENA For Threat Detection



APPROACH: M-PoW Cost Deterrent



APPROACH: M-PoW Cost Deterrent



APPROACH: M-PoW Cost Deterrent



APPROACH: M-PoW Cost Deterrent



EXPERIMENTS: Physical Network Setup



EXPERIMENTS: Realistic Virtual Network Emulation



Results
• Graph #1: Node begins a DDoS but stops and ceases 

attack, burning down fee over time to normal
• Graph #2: Node begins a DDoS until it runs out of 

compute, is quarantined, and subsequently banned
• Graph #3: Node attempts non-volumetric attack (ie: zip-

bomb), gets detected by AEGIS, and has its holdings 
slashed all at once

RESULTS: Punitive Cost Deterrent For Network Attacks



RESULTS: Holistic Defense Against A Variety Of Attacks

Type Of Attack (MITRE ATT&CK ID) Countermeasure
Eavesdropping (T1430) Uses AES-256 encryption at rest and TLS 1.3 in transit with mutual authentication to ensure data confidentiality.

Sybil Attacks (T1098) Requires cryptographic staking tied to device identity; high resource costs deter fake identities.

Man-in-the-Middle Attacks (T1557) Utilizes TLS 1.3 with mutual authentication; dual-consensus detects anomalies; ERIS reduces predictability.

Replay Attacks (T1003) Implements time-stamped messages and nonces; dual-consensus validates freshness; ATHENA monitors patterns.

Message Tampering (T1565) Uses digital signatures and integrity checks; consensus mechanisms detect alterations; ATHENA responds.

Wormhole Attacks (T1430) ERIS's dynamic subnet formation hinders wormholes; ATHENA detects routing anomalies.

Blackhole Attacks (T1499) Dual-consensus identifies malicious nodes; ATHENA quarantines them; reroutes communications.

Jamming Attacks (T1495) Detects communication disruptions; devices switch frequencies or use alternatives when possible.

Spoofing Attacks (T1556) Employs PKI with RSA 2048-bit encryption and device certificates to prevent impersonation.

DoS and DDoS Attacks (T1498) Adaptive rate limiting and resource metering; high-attrition defense increases attackers' costs.

Routing Attacks (T1592) ERIS prevents routing manipulation; dual-consensus validates routing; ATHENA detects anomalies.

Side-Channel Attacks (T1407) Implements constant-time cryptography; isolates sensitive operations; hardware security modules used.



RESULTS: AEGIS Quickly Detects & Quarantines Threats

As the number of byzantine nodes is scaled in a 50-node network, AEGIS Mean Time To Detection (MTTD) and Mean 
Time To Quarantine (MTTQ) of the network increases, however the network remains effective at removing threats 
until the 33% byzantine fault tolerance (3f + 1) threshold.



RESULTS: AEGIS Has High Resiliency & Quick Recovery

Resiliency and Recovery metrics over various consensus rounds utilizing ERIS. With 366 recoveries/369 failures, 
AEGIS demonstrates a 99.2% recovery rate. Mean-Time-To-Recovery averages at 9.73 seconds/subnet.



RESULTS: AEGIS Is Performant & Power-Efficient



WARFARE IS ALWAYS CHANGING
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