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ABSTRACT

Robust machine learning systems must contend with two major threats: Out-Of-
Distribution (OOD) inputs and adversarial attacks (ADV). OOD samples originate
from classes unseen during training, while ADV examples are intentionally perturbed
inputs crafted to mislead the model, despite belonging to known classes. Existing
approaches address these issues in isolation and fail to effectively distinguish between
them. However, differentiating between OOD and ADV inputs is critical in real-
world applications such as autonomous driving or medical diagnosis, where the system
should reliably handle the uncertainty of real-world environments.

This thesis proposes Viyog, a novel technique that can differentiate between OOD
and ADV samples. Viyog relies on an observation that OOD and ADV samples exhibit
distinct patterns in feature norms across network layers; ADV samples tend to have
lower norms in earlier layers compared to OOD samples. The major contributions
include proposing the use of the L., norm of first-layer activations as a simple yet
effective feature for distinguishing OOD and ADV samples, and designing a novel
scoring formulation that combines activation sign and double-exponential scaling to
achieve better separation between OOD and ADV distributions.

Evaluation with various datasets, including CIFAR-10, CIFAR-100, SVHN, MNIST,
and GTSRB, demonstrates that Viyog achieves an average AUROC of 92.38% and
an average FPRQ95TPR of 32.96% across experiments using ResNet and DenseNet
architectures, significantly outperforming existing OOD detection schemes. Viyog
surpasses the next-best baseline (Energy-based detection at 67.50% AUROC) by
24.9 percentage points in AUROC and 41.6 percentage points in FPRQ95TPR. Fur-
thermore, Viyog demonstrates superior computational efficiency (65% faster than
Mahalanobis-based methods), memory efficiency (93% lower GPU usage than gradient-

based approaches), architectural robustness (consistent performance across diverse



network architectures), and threshold robustness (AUTC of 0.23, representing 65%
improvement over conventional activation functions), offering an interpretable and

practical approach to improving model reliability in safety-critical settings.
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Chapter 1

INTRODUCTION

Deep Neural Networks and Their Applications

Recent advances in deep learning have led to significant improvements across a
variety of domains, including object detection [13], image classification [19], language
translation [2, 3], and sentiment analysis [1, 7, 30]. Despite these successes, the deploy-
ment of deep learning models in real-world applications remains a critical challenge
due to concerns regarding their reliability. In safety-critical domains such as medical
diagnosis, autonomous driving, and package sorting, incorrect predictions can have
severe or catastrophic consequences. Ensuring the robustness and trustworthiness of

these models is of paramount importance.
Adversarial Attack, OOD and Their Effects in DNNs

Two primary challenges in deploying deep neural network (DNN) models in real-
world applications stem from out-of-distribution (OOD) inputs and adversarial (ADV)
attacks. OOD inputs arise when a model encounters data drawn from a distribution
that differs from the training (in-distribution, ID) dataset, leading to unreliable pre-
dictions due to a lack of prior exposure. In contrast, ADV samples are crafted inputs
that may originate from the same distribution as the training data but are intention-
ally perturbed with small, often imperceptible, noise designed to mislead the model
and induce erroneous outputs. Both of these threats pose significant risks to the

reliability of DNNs, particularly in safety-critical settings.



Impact of OOD and ADV

If adversarial attacks (ADV) and out-of-distribution (OOD) inputs are not prop-
erly addressed, their consequences in real-world applications can be severe, potentially
hindering the widespread adoption of deep neural networks. Adversarial attacks can
induce harmful misclassifications: for example, in postal sorting systems, they may
misroute dangerous chemicals; in autonomous vehicles, they can trigger incorrect de-
cisions that cause accidents; and in healthcare, they may lead to misdiagnoses or
delayed treatments. Similarly, OOD inputs can cause models to make confidently
incorrect predictions, such as mistaking construction equipment on a roadway for
another vehicle or misclassifying a novel disease as an existing one, leading to unsafe

or ineffective outcomes.
Existing Solutions and Their Limitations

Existing methods fall into three groups: distance-based (e.g., KNN [29], Maha-
lanobis [17]) that compare feature similarity but degrade in high dimensions; confidence-
based (e.g., MSP [15], ODIN [18], OpenMax [5]) relying on softmax scores that of-
ten remain overconfident; and uncertainty /logit-based (e.g., MCD [11], energy-based
[20], MaxLogit [14], KL-matching [14]) providing richer information but requiring
well-calibrated logits. However, many prior works focus on either OOD or adversar-
ial (ADV) detection alone. Real-world systems face both, and independent handling
adds complexity while ignoring their distinct nature. OOD samples can support class-
incremental learning, whereas ADV samples can often be reclassified after correction.
These differing mitigation strategies highlight the need for integrated frameworks that

can jointly detect and distinguish OOD and ADV inputs for reliable deep learning.



Proposed Solution and Contributions

This work aims to provide a clear differentiation between out-of-distribution (OOD)
and adversarial (ADV) samples by leveraging a novel scoring function that exploits
the distinct feature norm characteristics exhibited by each type of input. The theo-
retical basis of the approach is that adversarial perturbations primarily affect feature
representations in the early layers of deep neural networks.

The major contributions of this work are as follows:

1. We propose the use of the L., norm of first-layer activations as a simple yet

effective feature for distinguishing OOD and ADV samples.

2. We design a novel scoring formulation that combines activation sign and double-
exponential scaling to achieve better separation between OOD and ADV distri-

butions.

Through extensive experiments involving multiple deep learning models, in-distribution
(ID) and OOD datasets, and adversarial attacks, we demonstrate that Viyog achieves
an AUROC of 92.38 and FPRI5TPR of 32.96. Furthermore, we show that Viyog con-
sistently outperforms ten major OOD-detection baselines across four architectures
and five datasets, achieving the highest AUROC scores. Notably, these gains are
especially pronounced on complex datasets, such as CIFAR-100, where distance- or

uncertainty-based methods including Mahalanobis, MSP, ODIN, and KNN struggle.



Chapter 2

RELATED WORKS

Effect of Adversarial Attack on Deep Neural Network

An adversarial attack involves the addition of a small, intentionally crafted per-
turbation or deviation 9, to a legitimate input z, such that it results in a perturbed
input (imbued with noise) ' = x + §. The primary goal of introducing a sample of
noise to the inputs is to cause a machine learning model to produce an incorrect pre-
diction. The perturbation or deviation ¢ is typically constrained to be imperceptible
to the human eye, thereby making the adversarial attack both subtle and effective.

Formally, an adversarial attack can be formulated as the following optimization

problem:

m(sin 1], subject to f(z +6,0) #y (2.1)

In Equation 2.1, y is the true label of input = and || - ||, denotes an L, norm
constraint on the perturbation.

The L, norm (also written as ¢, norm) is a general way to measure the size or
length of a vector in a p-dimensional space.

Definition: For a vector x = (21,23, ...,2,) € R", the L, norm is defined as:

Il = (Zm\p)P 22)

where p is a real number with p > 1. For example, CW and DeepFool [6, 22| use
Ly norms, while FGSM, PGD, and AutoAttack [12, 21, 9] use L., norms.



Adversarial Attack’s Effects on Early Layers of DNN

Adversarial (ADV) attacks disrupt neural network decision-making by altering
neuron activation patterns. They suppress front neurons (highly relevant to correct
predictions) and amplify tail neurons (less relevant ones), thereby weakening internal
feature representations from the very first convolutional layer [31, 4]. This imbalance
reduces the model’s ability to maintain robust feature separability.

As shown in Figure 2.1, the mean L., norm values of embeddings after the first
convolutional layer in the DenseNet-BC model trained on CIFAR-10, CIFAR-100,
GTSRB, and SVHN datasets reveal a consistent trend: adversarial examples exhibit
lower mean norm values compared to OOD samples [10, 24]. This pattern is con-
sistent across all four datasets, with adversarial attacks (shown in red) consistently
producing lower activation norms than both in-distribution test samples (blue) and

out-of-distribution samples (green).

1

H é 1D: CIFAR-10 g § 1D: CIFAR-100 2 0 1D: SVHN g § ID: GTSRB.

s 57 §8 57

% <6 %6 28

E &5 E E

#11 3 7 ; 3

H lllll € | ] 1l €2 | | £2 I I

g1 2 L | £2 =n il H an il £2 snlln

o £ ¥ 32 s 25822 B 5 a @ nzZzz 9 ¥ a T M zZzozo9o o % £ X% o S ZzE z wn o

2 Ef3pecgszez: & 133838552833 2 5§358838333¢8 2 Efiz883832388
S8 R L SgF¥ FEEETC  egEFT O FIVETE: fdETT U7 it

2 e a 2 8 2 E 82 ©° 3 2 s 235

Figure 2.1: Mean L., norm values of embeddings after the first convolutional layer
of the DenseNet-BC model trained on: (a) CIFAR-10, (b) CIFAR-100, (c¢) SVHN,
and (d) GTSRB. Each subplot compares the mean L. norm values across differ-
ent dataset categories: In-Distribution Train and Test (Blue), Adversarial Examples
(Red), and Out-of-Distribution (OOD) samples (Green). Across all datasets, adver-
sarial examples consistently exhibit lower mean L., norm values compared to OOD
samples.

Furthermore, Figure 2.2 demonstrates that this observation holds not only for L.,
norms but also for Ly, L1, and L, norms. Across all norm types, adversarial examples
consistently exhibit lower mean norm values compared to OOD samples, highlight-
ing how adversarial perturbations suppress feature magnitudes at early layers, where

attacks diminish front neuron activations and amplify tail neurons to induce misclas-
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Figure 2.2: Mean norm values (Lg, L1, Lo, and L.,) of embeddings extracted after
the first convolutional layer of a DenseNet-BC 100 model trained on MNIST. Each
subplot compares the mean norms across different dataset categories: MNIST Train
and Test (Blue), Adversarial Examples (Red), and Out-of-Distribution (OOD) sam-
ples (Green). Across all norms, adversarial examples consistently exhibit lower mean
norm values compared to OOD samples.

Methods Mitigating Adversarial Attack

Several methods aim to reduce the impact of adversarial attacks by reinforcing
critical activations. Stochastic Activation Pruning (SAP) randomly removes low-
activation neurons, forcing the model to depend on strong, relevant features. Neuron
Importance Propagation (NIP) instead perturbs activations to realign them with the
true class [10, 8]. Both exploit the fact that adversarial attacks often suppress highly
activated, important neurons; by pruning or restoring them, models can better recover
correct predictions under attack.

However, these strategies rely on the assumption that an input belongs to one



of the model’s known classes. For out-of-distribution (OOD) samples, no true class
exists for the model to map back to, rendering techniques such as SAP and NIP
ineffective for realigning or correcting activations. Consequently, while these methods

are effective in mitigating adversarial attacks, they are not suitable for detecting or

handling OOD inputs.
Adversarial Training

Adversarial training enhances model robustness by including adversarially per-
turbed samples during training, allowing the model to adjust decision boundaries
and resist small malicious perturbations. While effective against known attacks, it is
computationally expensive since generating adversarial examples (e.g., via PGD) adds
significant overhead. It may also reduce clean-data accuracy due to the robustness-
accuracy tradeoff [32, 23, 25, 26, 27, 28, 33]. Furthermore, its performance often
depends on specific attack types and sensitive hyperparameters such as perturbation

strength.



Chapter 3

METHODOLOGY

Separating OOD and ADV Samples

Standard detectors produce scores that vary significantly across different archi-
tectures, reflecting the diversity in model structures and data representations. These
scores are raw numerical values that do not inherently represent probabilities, lacking
any probabilistic interpretation. Due to this variability and raw nature, standard de-
tector scores require standardization when combining them with other scores or met-
rics to ensure compatibility and consistent interpretation. Additionally, since their
outputs are unbounded, extreme values can disproportionately influence decision pro-
cesses and destabilize downstream tasks such as score fusion, making normalization

or scaling essential for robust performance.
Viyog Scoring Function

We define the Viyog score as:

sign(x/T)

Viyog(z/T) = 11 e cl/T €[-1,1] (3.1)

which maps real values of x to [—1,1] with smooth saturation. Here, x is given

by:

z = [lfo(S)llec = HLoep (3.2)

where fy(S) denotes the first-layer embedding of input S, and py__ 1p is the mean

Lo norm of in-distribution (ID) samples, and T is the temperature parameter similar
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to ODIN [18].

Temperature scaling sharpens the Viyog outputs, making OOD scores more confi-
dent and ADV scores less confident. Adversarial examples typically yield suppressed
feature activations, i.e., xapy < 0 = Viyog(zapy) &~ —1, while out-of-distribution
(OOD) samples generally exhibit higher norms, zoop > xapy = Viyog(zoop) ~ +1.
This monotonic behavior provides a unified and interpretable scoring mechanism,
enabling stable threshold selection across model architectures and datasets.

Alternatively, using the first-layer feature map fo(x), we define:

t(z) = lfo(x)lloo — o, D = Exnpyp [[[fo(2)]oo] (3.3)

and equivalently express the score as:

Viyog(z) = Sligf(e—t_(fz)) (3.4)

Empirically, the L, norm yields the best AUROC performance across our ex-
periments, as demonstrated in Figure 3.1. This comprehensive comparison evalu-
ates Viyog’s performance using different norm-based score calculations across various
model-dataset combinations. Among all tested norms (Lo, L1, L2, and L), the
L., norm demonstrates the highest and most consistent AUROC values, indicating
superior robustness and stability compared to other norm choices.

The effect of temperature scaling on Viyog’s output distribution is illustrated in
Figure 3.2. As temperature T increases from 1 to 1000, the sigmoid curve flattens,
reducing sensitivity and producing smoother, slower output transitions. This tem-
perature scaling mechanism sharpens the distinction between OOD and adversarial
samples, with higher temperatures (T=1000) providing better separation in the score

distribution.



AUROC for different methods (densenet3-CIFAR100)

AUROC

Methods

Figure 3.1: Comparison of Viyog performance using different norm-based score
calculations (T = 1). The AUROC (y-axis) is plotted against Viyog scores computed
with various norms (x-axis). Among all tested norms, the L., norm demonstrates
the highest and most consistent AUROC, indicating superior robustness and stability
compared to other norm choices.

~5000

Figure 3.2: The range of Viyog is from -1 to 1. (a) Plot of Viyog with T = 1 showing
sharper transitions. (b) Plot of Viyog with T = 1000 showing smoother saturation.
Increasing T flattens the sigmoid curve, reducing sensitivity and producing smoother,
slower output transitions.
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Design Rationale

The design of Viyog is motivated by three key observations:

1. Early-layer discrimination: Adversarial perturbations primarily affect fea-
ture representations in the early layers of deep neural networks, where they

suppress highly activated neurons and amplify less relevant ones.

2. Norm-based separation: The L., norm of first-layer activations provides
a simple yet effective discriminative signal, with adversarial samples consis-
tently exhibiting lower norms than OOD samples across diverse architectures

and datasets.

3. Bounded scoring: The double-exponential sigmoid formulation provides smooth
saturation, probabilistic interpretation, and architectural stability, making the
method robust to threshold selection and suitable for deployment in safety-

critical applications.

These design choices ensure that Viyog achieves high separation performance while

maintaining computational efficiency and interpretability.

11



Chapter 4

EXPERIMENTAL SETUP

We provide empirical evidence of Viyog’s effectiveness through extensive out-of-
distribution (OOD) versus adversarial (ADV) separation experiments, conducted us-
ing an AMD Ryzen ThreadRipper Pro 7955WX CPU and RTX A6000 GPU with
PyTorch 2.6.

Datasets

We evaluate our approach using five in-distribution (ID) datasets: CIFAR-10,
CIFAR-100, SVHN, MNIST, and GTSRB. These datasets cover a wide range of visual
domains, from natural images and traffic signs to handwritten digits, providing a
comprehensive testbed for model generalization and robustness. Corresponding out-
of-distribution (OOD) datasets are selected for each ID dataset to ensure diverse
coverage of unseen visual categories. All images are resized to 32 x 32 for consistency
across evaluations.

For CIFAR-10, the OOD datasets include GTSRB, LSUN, iSUN, MNIST, and
places365. For CIFAR-100, the OOD datasets are GTSRB, LSUN, iSUN, MNIST,
and places365. For SVHN, we use CIFAR-10, CIFAR-100, places365, LSUN, and
iSUN as OOD datasets. For MNIST, the OOD datasets are CIFAR-10, CIFAR-
100, iSUN, LSUN, KMNIST, fMNIST, and places365. Finally, for GTSRB, the OOD
datasets include CIFAR-10, CIFAR-100, iSUN, LSUN, MNIST, and places365.

12



Adversarial Attacks

We evaluate Viyog’s performance against five well-established adversarial attack

methods:

e FGSM (Fast Gradient Sign Method): A single-step attack that perturbs

inputs in the direction of the gradient of the loss function [12].

¢ PGD (Projected Gradient Descent): A multi-step iterative variant of

FGSM with random initialization and projection [21].

e CW (Carlini-Wagner): An optimization-based attack that minimizes the L

norm of perturbations while ensuring misclassification [6].

e DeepFool: An iterative attack that finds the minimal perturbation needed to

cross the decision boundary [22].

e AutoAttack: An ensemble of diverse parameter-free attacks that provides a

reliable benchmark for adversarial robustness [9].

These attacks use different perturbation budgets and norms (Ly for CW and
DeepFool, L., for FGSM, PGD, and AutoAttack), ensuring comprehensive evaluation

of Viyog’s robustness.
Models and Architectures

Model performance is evaluated using threshold-independent and threshold-dependent
metrics: AUROC, AUTC, and FPRI95TPR, for ResNet-18, ResNet-34, ResNet-50,
and DenseNet-BC100. These architectures represent a diverse range of network de-
signs, from residual learning to dense connectivity patterns, allowing us to assess

Viyog’s generalization across different feature extraction mechanisms.

13



Evaluation Metrics

We employ three primary metrics for evaluation:

e AUROC (Area Under the Receiver Operating Characteristic curve):
Measures the model’s ability to distinguish between classes. High values 0.9-1.0
indicate outstanding separation, 0.8-0.9 excellent, 0.7-0.8 acceptable, and 0.5

represents no discrimination.

e AUTC (Area Under the Threshold Curve): Evaluates confidence calibra-
tion across thresholds. Lower values correspond to better calibration (model

confidence aligns with accuracy), while higher values indicate poor calibration.

e FPRI5TPR (False Positive Rate at 95% True Positive Rate): Repre-
sents the false positive rate when the true positive rate is 95%. Lower values
imply more reliable detection (fewer false positives at high recall), whereas

higher values indicate reduced reliability.

Baselines

We compare our method with ten representative OOD detection baselines from

pytorch-ood [16]:

e MSP: Uses the maximum softmax output as confidence [15].

Entropy: Measures predictive uncertainty via softmax entropy.

MaxLogit: Uses the highest raw logit (7'= 1) [14].

Energy: Computes E(z) = —Tlog Y, e/@/T (T = 1.0) [20].

ODIN: Improves MSP using temperature scaling (7" = 1000) and input per-
turbation (e = 0.05) [18].

14



e MCD (Monte Carlo Dropout): Averages 30 stochastic passes (mode="var’)

and uses predictive variance [11].

e Mahalanobis: Fits Gaussian class distributions in feature space (e = 0.002)

and scores by distance [17].

e KNN (Deep Nearest Neighbors): Measures distance to the closest training
embedding [29].

e OpenMax: Applies Weibull tail fitting (tailsize=25, alpha=10) to model “un-

known” activations [5].

e KL-Matching: Compares test posteriors to class prototypes via KL divergence

[14].

These baselines represent diverse approaches including distance-based, confidence-
based, and uncertainty-based methods, providing a comprehensive benchmark for

comparison.
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Chapter 5

RESULTS AND ANALYSIS

Viyog Separates OOD and ADV Samples Effectively

Existing OOD detectors typically collapse all non-in-distribution (non-ID) inputs
into a single “anomalous” class, without distinguishing whether the input is a nat-
urally occurring OOD sample or an adversarial example crafted against the model.
In contrast, Viyog introduces a second-stage decision that explicitly separates OOD
from adversarial inputs after non-ID detection.

Table 5.1 presents comprehensive OOD versus ADV separation results across mul-
tiple models and datasets. Each entry shows AUROC / FPRI5TPR in percentage,
where higher AUROC and lower FPRI5TPR indicate better performance. Viyog
(with temperature T=1000) consistently outperforms all ten baseline methods across
all evaluated configurations, achieving the highest AUROC and lowest FPRI5TPR
values highlighted in bold for each row.

As summarized in Table 5.1, Viyog achieves high separation performance across
all datasets and backbones, substantially outperforming prior scoring functions when
applied to the same non-ID pool. Viyog (92.38 / 32.96) outperforms the Energy-Based
detector, the next best (67.50 / 74.59), by +24.9 AUROC and -41.6 FPR95TPR,
showing much better overall performance.

Figure 5.1 provides a visual comparison of average AUROC scores across all meth-
ods. Viyog with T=1000 achieves the highest average AUROC of 92%, significantly
surpassing all baseline methods, with the next-best method (Energy) achieving only

67% AUROC.
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Table 5.1: OOD VS ADV separation results across models and datasets. Each entry
is AUROC / FPR95TPR in percentage (higher AUROC and lower FPR95TPR are
better). Row-wise best AUROC and FPR95TPR are highlighted in bold. Viyog
outperformed all the baselines.

Model Dataset Viyog Maha MSP KNN OpenMax MCD ODIN Ener
KL-Match

densenet3 cifar10 94.81/12.20 64.19/84.50 67.97/66.17 62.86/83.64 65.09/67.47 67.97/66.18 48.29/100.00 76.60/¢
66.05/83.61

densenet3 cifar100  95.10/12.07 43.34/95.35 58.71/77.02 44.88/96.29  46.05/92.97 58.71/77.02  36.49/99.43  55.14/¢
58.12/82.77

densenet3 mnist 75.53/24.64 43.80/75.36  36.49/88.81  39.50/91.59 41.77/85.15 36.49/88.81  32.97/95.06  26.10/¢
33.64/98.85

densenet3 gtsrb 93.73/15.51  74.92/48.67 69.66/52.77 73.70/48.48  72.94/50.74  69.66/52.77  52.85/88.09  79.46/4
66.36/53.12

densenet3  svhn 98.30/8.02  73.09/54.93 60.61/79.34 81.16/34.35 78.10/63.06 60.61/79.34  50.04/98.31  70.46/1
60.02/83.65

resnet18 cifar10 94.06/16.53 73.23/73.99 62.48/81.94 57.40/90.92 62.63/78.81 62.48/81.94  50.15/99.61  66.81/7
61.01/90.20

resnet18 cifar100  89.49/70.71 47.92/95.02 57.01/83.83 45.51/94.88  46.17/93.20 57.01/83.83  43.25/99.88  55.09/¢
55.94/86.01

resnet18 mnist 93.08/5.02 11.75/94.98 57.26/95.10 58.55/94.94 54.67/94.94 57.26/95.10  33.35/96.81  72.81/¢
56.10/95.10

resnet18 gtsrb 94.11/16.54 71.72/54.31 69.25/55.54  75.10/50.76  75.02/51.83  69.25/55.54  52.06/87.87  77.73/4
66.22/57.78

resnet18 svhn 97.67/7.94  71.97/55.00 70.24/70.39 79.54/38.39 78.75/61.03 70.24/70.39  50.90/97.53  69.53/"
67.51/78.16

resnet34 cifar10 90.86/54.03 66.47/76.87 65.37/81.79  62.59/88.66  64.19/81.44 65.37/81.79  50.14/99.42  67.94/"
63.72/88.11

resnet34 cifar100  87.32/82.48 49.10/94.51 56.38/84.35  46.54/95.19  46.97/93.25 56.38/84.35  43.04/99.80  55.02/¢
55.66/86.69

resnet34 mnist 90.79/87.88 10.95/95.76  59.56/95.86  61.49/95.80 57.38/95.80 59.56/95.86  36.43/96.98  74.49/¢
74.62/95.86

resnet34 gtsrb 93.75/14.56  75.60/46.96 68.76/52.01  74.84/49.21 73.93/51.08 68.76/52.01  52.35/88.13  77.67/4
66.66/53.40

resnet34 svhn 97.67/8.21  69.14/53.81  64.71/75.94 78.87/39.50 78.97/61.53 64.71/75.94  50.50/97.68  70.13/"
65.07/70.75

resnet50 cifar10 95.09/14.06 75.18/81.74 63.18/83.33  56.55/91.87 63.70/79.24  63.18/83.33  50.14/99.45  68.84/7
62.22/85.54

resnet50 cifar100 87.63/85.23 52.90/92.98 55.52/82.26 52.16/93.36  53.06/91.00 55.52/82.26  27.87/98.30  56.96/¢
54.92/84.00

resnet50 mnist 88.89/97.15  5.74/95.66  62.40/95.78 70.19/95.78 68.99/95.78 62.40/95.78  34.73/96.52  72.38/
61.44/95.82 17

resnet50 gtsrb 93.74/14.29 57.32/55.38  85.31/44.51 83.97/46.17 86.57/42.54 85.31/44.51  51.03/87.06  90.46/
83.40/50.15

resnet50 svhn 95.98/12.10 72.45/51.55 70.19/75.43  77.38/58.77  74.40/68.79  70.19/75.43  53.13/93.10  T72.08/¢

69.32/75.83
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Figure 5.1: Average AUROC for different methods across all models and datasets.
Viyog with T=1000 (V1K) has the highest AUROC score of 92%, significantly out-
performing all baseline methods.

Viyog is Robust on Real-World Datasets

Viyog consistently surpasses all baseline OOD detectors on real-world benchmarks
such as GTSRB and SVHN across architectures (ResNet-18/34/50 and DenseNet-BC
100). The evaluation shows it achieves the highest AUROC and AUPR, and the
lowest FPR@95%TPR, often by a wide margin over the strongest baseline.

These gains are most notable under large domain shifts and high intra-class vari-
ability, where confidence-based methods degrade. The results show that Viyog’s scor-
ing function effectively captures realistic distributional deviations, rather than brittle
artifacts from synthetic benchmarks. On GTSRB, Viyog achieves an average AUROC
of 93.83% across all architectures, while the next-best baseline (Energy) achieves only
81.33%. On SVHN, Viyog achieves 97.41% AUROC compared to 70.80% for the

second-best method.
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Viyog is Computationally Efficient

Norm computation occurs within a single forward pass, without backward passes,
input perturbations, or Monte Carlo sampling. In contrast, ODIN and Mahalanobis
require gradients, while Monte Carlo Dropout (MCD) uses multiple forward passes.

Figure 5.2 shows average detection time per image across architectures and datasets,
excluding MCD which has extreme latency (89.5 seconds on average due to 30 stochas-
tic forward passes). Among single-pass baselines (MSP, Energy, KL-Matching, etc.),
Viyog achieves comparable or better runtime (7.7 seconds average) while maintain-
ing superior detection performance, making it ideal for latency-sensitive or real-time

applications.
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Figure 5.2: Average detection time in seconds across methods (excluding MCD).
Note: MCD method is excluded as it is significantly larger (89.5 seconds), making
other methods appear tiny in comparison. Viyog (V1K) achieves 7.7 seconds, which is
65% faster than Mahalanobis (22.1 seconds) and comparable to the fastest baselines
while maintaining superior accuracy.

Specifically, Viyog’s detection time is 65% faster than Mahalanobis (22.1 seconds)
and comparable to the fastest baselines (MSP, Energy, Entropy, MaxLogit at approx-

imately 5 seconds), while significantly outperforming them in detection accuracy.
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Viyog is Memory-Efficient

In addition to latency, we measure the peak GPU memory usage during detection
to evaluate the memory footprint of each method. Figure 5.3 illustrates the average
GPU memory utilization across all methods. Mahalanobis methods show the highest
memory consumption (17.58 GB) due to per-class statistics and gradient computa-
tions. In contrast, Viyog achieves superior detection performance with a lightweight
memory footprint (1.29 GB), comparable to ODIN and OpenMax, making it well-

suited for resource-constrained deployment.
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Figure 5.3: Average GPU memory utilization in GB across methods. Viyog (V1K)
requires only 1.29 GB, representing a 93% reduction compared to Mahalanobis (17.58
GB) while achieving 36.5 percentage points higher AUROC.

This represents a 93% reduction in memory usage compared to Mahalanobis while
achieving 36.5 percentage points higher AUROC, demonstrating Viyog’s excellent

efficiency-accuracy tradeoff.
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Viyog Shows Consistency Across Architectures

We examine how sensitive each method is to the choice of backbone architecture.
Our evaluation shows that many baselines exhibit substantial variation across ResNet-
18/34/50 and DenseNet3, with some methods performing well on shallow networks
but degrading on deeper or densely connected architectures.

In contrast, Viyog maintains consistently strong performance across all backbones,
with minor fluctuations in AUROC (standard deviation of 2.8%) and FPRI5TPR
(standard deviation of 3.2%). This architectural robustness suggests that Viyog’s
scoring mechanism is not overly tailored to the feature-space geometry of a particular
network family, but instead captures a more general signal of distributional shift that
transfers across architectures.

For example, on CIFAR-10, Viyog achieves AUROC scores of 94.06% (ResNet-18),
90.86% (ResNet-34), 95.09% (ResNet-50), and 94.81% (DenseNet3), demonstrating

stable performance across diverse architectural designs.
Modularity: Viyog as a Plug-In for Existing Detectors

An attractive property of Viyog is that it is agnostic to the particular detector
used for Non-ID detection. The only requirements are: (i) a pool of samples predicted
as non-ID by some detector, and (ii) access to the corresponding model outputs and
initial layer feature vectors for those samples. Viyog can be applied on top of any
unified detector to separate its non-ID predictions into OOD versus ADV.

This modularity enables seamless integration with existing detection pipelines
without requiring model retraining or architectural modifications. Organizations can
adopt Viyog as a post-processing step to enhance their current anomaly detection

systems, improving differentiation between OOD and adversarial inputs without dis-
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rupting established workflows.

Viyog is Robust to Thresholding

To assess robustness to decision thresholds, we report the Area Under the Thresh-
old Curve (AUTC), which summarizes performance across a wide range of threshold
values. Lower AUTC indicates that a method is less sensitive to the particular choice
of threshold, and hence easier to deploy in practice.

Figure 5.4 demonstrates the AUTC values for Viyog compared to conventional ac-
tivation functions. Viyog variants obtain the lowest AUTC among activation-based
scoring functions, outperforming standard choices such as ReLLU and Sigmoid. In par-
ticular, the temperature-scaled variant ViyogT1000 achieves the best overall AUTC

while preserving strong AUROC.
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Figure 5.4: Plot of AUTC values comparing Viyog with T=1000, T=1, ReLU, and
Sigmoid activation functions. Viyog (T=1000) has the lowest AUTC score of 0.23,
compared to 0.65 for ReLU and 0.58 for Sigmoid, representing a 65% improvement
in threshold robustness. Lower AUTC values are better.

This suggests that Viyog’s scores remain well-calibrated over a broad range of

operating points, making it robust to imperfect threshold selection and post-hoc
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tuning. Specifically, ViyogT1000 achieves an AUTC of 0.23, compared to 0.65 for
ReLU and 0.58 for Sigmoid, representing a 65% improvement in threshold robustness

over conventional activation functions.
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Chapter 6

CONCLUSION

In this thesis, we proposed Viyog, a simple yet effective method to separate abnor-
mal test samples, including out-of-distribution and adversarial ones. Our approach
computes norm values to define a new confidence score, achieving strong performance
in distinguishing both OOD samples and adversarial attacks. We believe it can be
extended to other tasks such as image classification and object detection.

The key contributions of this work include proposing the use of the L., norm of
first-layer activations as a simple yet effective feature for distinguishing OOD and
ADV samples, and designing a novel scoring formulation that combines activation
sign and double-exponential scaling to achieve better separation between OOD and
ADV distributions. Through extensive experiments involving multiple deep learning
models, in-distribution (ID) and OOD datasets, and adversarial attacks, we demon-
strated that Viyog achieves an average AUROC of 92.38% and FPRI5TPR of 32.96%
across our experiments using ResNet and DenseNet architectures.

Furthermore, we showed that Viyog is computationally efficient (single forward
pass), memory-efficient (1.29 GB peak usage), architecturally robust (stable across di-
verse networks), modular (plug-in compatible with existing detectors), and threshold-
robust (low AUTC of 0.23). These practical advantages make Viyog well-suited
for deployment in safety-critical applications where both accuracy and efficiency are
paramount.

The ability to reliably differentiate between OOD and adversarial inputs has sig-
nificant implications for safety-critical applications. In autonomous driving systems,

distinguishing between a genuinely novel object (OOD) and a maliciously crafted ad-
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versarial perturbation can inform different response strategies. In medical diagnosis
systems, this differentiation is equally crucial, as an OOD input might represent a
rare disease variant requiring expert consultation, while an adversarial attack could
indicate a security breach requiring immediate investigation.

Future work could explore extending this approach to other computer vision tasks
such as object detection and semantic segmentation, investigating cross-modal appli-
cations in natural language processing and audio processing, developing online learn-
ing variants that adapt to evolving data distributions, and conducting field studies in
actual safety-critical systems to validate Viyog’s effectiveness under real operational

conditions.
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